
The New Threat 
Landscape in a Post 
Pandemic World

https://thebulletin.org/2018/05/banking-on-military-models-to-combat-cyber-threats/



https://www.securitymagazine.com/articles/93086-the-future-of-hacking-covid-19-shifting-the-way-hackers-work-and-who-they-target
https://www.prnewswire.com/news-releases/top-cyber-security-experts-report-4-000-cyber-attacks-a-day-since-covid-19-pandemic-301110157.html

https://www.securitymagazine.com/articles/93086-the-future-of-hacking-covid-19-shifting-the-way-hackers-work-and-who-they-target
https://www.prnewswire.com/news-releases/top-cyber-security-experts-report-4-000-cyber-attacks-a-day-since-covid-19-pandemic-301110157.html




Motivation

https://giphy.com/gifs/nbcsvu-nbc-svu-8Tji1vxRuU6b8gd1Gz



Major Changing 
Factors

Extended 
Dependency on 
Telework

High Demand for 
Information

Stress and anxiety 
originating from 
economic and 
overall uncertainty



Major Trends
Fake Information 
portal

https://securelist.com/covid-19-examining-the-threat-landscape-a-year-later/101154/



Major Trends
Phishing Scams

https://www.identityforce.com/identity-theft/coronavirus-scams

https://www.identityforce.com/identity-theft/coronavirus-scams


Phishing Scams Related to the Pandemic

• Get Vaccinated Now Scams

• Paying for Appointment Scam

• False Contact Tracing Scams

• Assistance from “Big Name” Company Scams

• New Treatment or Breakthrough Scams



Scam Token Trends



Major Trends
Phishing Scams

• Phishing scams in Supply Chain

https://securelist.com/spam-and-phishing-in-q2-2020/97987/#quarterly-highlights

https://securelist.com/spam-and-phishing-in-q2-2020/97987/


Most popular Attack
• Brute force attack against 

RDP protocol

https://www.businesswire.com/news/home/20201210005650/en/Kaspersky-Report-Criminals-Targeted-Remote-Work-In-2020



Human Factors





Human Aspect 
of the Change

Fast digital transformation without any proper training
People are more vulnerable to cyber attacks

https://news.psu.edu/story/477487/2017/08/17/research/older-users-snoop-facebook-worried-others-might-snoop-them



Attack on 
Healthcare Industry

The healthcare sector alone lost over $20 billion 
in impacted revenue, lawsuits, and ransom paid in 
2020

https://www.americanmobile.com/nursezone/nursing-news/new-principles-guide-nurses-in-using-social-media/







Solutions?
Individual 

Level

Organizat
-ion 

Level

General



Individual Level Think twice 
before clicking 
any link

1

Ensure all the 
updates

2

Use anti-virus 
and anti-
malware

3



Company Level

REMOTE ACCESS 
INFRASTRUCTURE

ACCESS CONTROL 
AND MULTI-FACTOR 
AUTHENTICATION

PERIODICAL 
TESTING/TRAINING



General

Mass 
awareness

Improved cyber 
threat 
monitoring

Come out of the 
“security as 
granted” culture



https://www.xoriant.com/blog/ecosystem-expansion/ecosystem-expansion-5-ways-to-boost-your-infrastructure-products-value.html



Key Takeaway

• Pro-active

• Active threat monitoring

• Mandatory training for all ages
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