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swswire/ -- The global pandemic has seen a huge rise in people working from home,
being more digitally connected than ever. There are plenty of good things that have

t of bad as well. One of the biggest issues is that cyberattacks have skyrocketed during
2rCloud. Cybercriminals have taken this opportunity to up their attacks, both in

nat you need to know about the rise in cyberattacks during the COVID-19 pandemic of



https://www.securitymagazine.com/articles/93086-the-future-of-hacking-covid-19-shifting-the-way-hackers-work-and-who-they-target
https://www.prnewswire.com/news-releases/top-cyber-security-experts-report-4-000-cyber-attacks-a-day-since-covid-19-pandemic-301110157.html
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File Message Developer Help Q  Tell me what you want to do

R R oms oo | 5 B B8 M| &

Reply Reply Forwaed = . Delete Aschive Assign  Mark Categorize Follow Report
Al %Mofe %NM Pehcy ~ Unread v Up~ Phishing

Reipond Delete Tagt R Cofense

Re: Notification your test results COVID-19 [ note-7893 ]

“ & (A
Doctors Support < D Reply ) Reply All

Yo: @ redxcted@healthcare
Dear Patients,
Your SARS-CoV-2 Test results ready to be take off
My office will call you to make an appointment so we can address
this. If you have questions before your appointment, please call my
nurse, Carolyn, at
Thank you and talk to you soon,
Attachment: Test Results
Password/PIN for your Documents is: 99278345

Sincerely,
Your Current, Retired and Future Doctors and Nurses

—> Ferword



https://www.identityforce.com/identity-theft/coronavirus-scams

Phishing Scams Related to the Pandemic

e GetVaccinated Now Scams

e Paying for Appointment Scam

e False Contact Tracing Scams

e Assistance from “"Big Name” Company Scams

e New Treatment or Breakthrough Scams
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Scam Token

Number of occurances of the tokens in domains

(Source: Tamas Voros, Sophos)
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https://securelist.com/spam-and-phishing-in-q2-2020/97987/
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https://www.businesswire.com/news/home/20201210005650/en/Kaspersky-Report-Criminals-Targeted-Remote-Work-In-2020
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How has the pandemic changed your day to day
life?

@\‘ Poll created by speaker, Awalin Sopan

Your answer:
alot

Poll Results 50 Answers

o IWorking remote I

» Started working remotely and multi tasking from
home

® just less travel; otherwise, no change
» Abit.

» Able to reduce my use of my ca &take advantage
of career and educational opportunities remotely

. Working from home you miss the bonding of face
~ to face time with co-workers.

» More prayerful, thankful and grateful!

_ | get to sleep later and no traffic on my way to my
home office.

, I'have learned to slow down and stop trying to

multitask

® no
® Am home much more

_ I now prefer days off during the week than the
- actual weekend, to avoid crowds and busy hours.

» Hadtowork harder on productivity. Sometimes |

found it harder to focus.

® At home more so more hours in my day.

» Besides being moved to 100% telework, | find my
- quality of life has actually drastically improved.

o Ithas been more flexible. I'm able to take care of

my job, my family, mental and physical health.

» Wfhis great!
® Much more casual

. | sit way too much! I've put an alarm on to move

around.

® Remote work more acceptable

» itmade almost everything boring, as | was
confined to not meeting people

» Truthfully it's mostly impacted my social life and
~ not my work life since | was/am remote.

» Focus my time on what really matters: Family and
health

I've become more aware.

|The covid 19 Ibs. Working out became non-existent I I it's tripled my work as a teacher teaching remotely.

@

» Ability to work from home with the exception of

having to go into the office for exceptions

Lost my IT job. Have been upskilling & networking

" to find my entry into Cybersecurity ever since.

@ Alittle

Not much. I'm a hermit

® More diligent about taking personal time.

Flexible work schedule

Relocated to another city, permanent WFH.

Ilt has created stress I

» | get to wear a mask like a superhero (or villain)

. Validated the importance of time not being spent

- on commuting

| work way more

» Enforcing Adaptive behaviour

» Yes I'm more tired

® alot

» nstay inside

_ Stay at home more, WFH as much as possible,

bought hardware to practice at home

® Yes

I am more comfortable in anonymity

» | am working remotely, thanks to the pandemia. |

have more time with my daughter.



H uman AS peCt Fast digital transformation without any proper training
Of th e C h an ge People are more vulnerable to cyber attacks

https://news.psu.edu/story/477487/2017/08/17/research/older-users-snoop-facebook-worried-others-might-snoop-them



Attack on The healthcare sector alone lost over $20 billion

Healthcare Industry in impacted revenue, lawsuits, and ransom paid in
2020

https://www.americanmobile.com/nursezone/nursing-news/new-principles-guide-nurses-in-using-social-media/
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Schools Struggling to Stay Open Get Hit
by Ransomware Attacks

Districts around the U.S. are fighting a wave of increasingly aggressive hackers, who are publicly posting
sensitive student information

Security Enterprise Services ]

Security Leadership and Management ]

rooks of the Athens Independent School District in Texas [ Management ] I Cyber Logical Security ]

Security & Business Resilience

Security Education & Training ] [ Cy Education: K-12

Security News ]

By Tawnell D. Hobbs | Photographs by Justin Clemons for The Wall .. . .
Street Journall Now ransomware is inundating public school systems

Nov. 13,2020 9:52am ET

Almost every American adult knows that cyberattacks and breaches are

@ SHARE [\ TEXT V2REPC May 11, 2021
d ubiquitous and have primarily targeted companies and government entities.
Robert R. Ackerman Jr. They might even know that the single most common breach these days is

ransomware, a malicious process by which hackers dismantle computer
KEYWORDS cyber security / k-12 .

Sacirity’] Fahsomware lirisk systems and don’t fix them until a ransom is paid.

management

Few, however, are aware that ransomware is targeting a new set of highly
Order Reprints
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Zero Trust Architecture

Michele Myauo, PhD

Microsoft Azure Global Cybersecurity,
Principal Engineering Manager
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Think twice Ensure all the Use anti-virus
before clicking updates and anti-
any link malware




Company Level
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REMOTE ACCESS ACCESS CONTROL PERIODICAL
INFRASTRUCTURE AND MULTI-FACTOR TESTING/TRAINING
AUTHENTICATION
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Interoperability




Pro-active

Active threat monitoring

Key Takeaway

Mandatory training for all ages
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